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1 Terminologies 

We list below the terms and the context in which each is used: 

Term Description 
AI. Artificial Intelligence 
AliPay Alibaba Payment Service 
API Application Programming Interface 
ARPANET Advanced Research Projects Agency Network  
AWS Amazon Web Services 
B2B Business-to-Business 
BC Business Continuity 
Blockchain A blockchain is essentially a digital ledger of transactions 

that is duplicated and distributed across the entire 
network of computer systems on the blockchain 

BYOK Bring Your Own Key 
CAGR Compound Annual Growth Rate 
CAPEX Capital Expenditure 
CBK or Central Bank The Central Bank of Kuwait 
CCTV Closed-Circuit Television 
CEBS Committee of European Banking Supervisors 
Chatbot A computer program that fundamentally simulates human 

conversations 
Cloud Vendor, Company, 
and Service Provider 

The vendor that provides or sells cloud computing services 

CMA UK’s Competition and Markets Authority 
CRM Customer Relationship Management 
DR. Disaster Recovery 
DRaaS Disaster Recovery as a Service 
EBA European Banking Authority 
Encryption The process of encoding a message so that it can be read 

only by the sender and the intended recipient. Encryption 
systems often use two keys, a public key, available to 
anyone, and a private key that allows only the recipient to 
decode the message. 

e-Waste Electronic waste describes disposed or discarded electrical 
or electronic devices 

FCA Financial Conduct Authority in the United Kingdom 
GDPR General Data Protection Regulation 
GHG Green House Gas 
IaaS Infrastructure as a Service 
IDaaS Identity as a Service  
KYC Know your customer 
Machine Learning The use and development of computer systems that are 

able to learn and adapt without following explicit 
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instructions, by using algorithms and statistical models to 
analyze and draw inferences from patterns in data. 

Obfuscation The act or an instance of making something obscure, dark, 
or difficult to understand 

OPEX Operational Expenditure 
Organization(s), Client(s), 
Owner, Customer, Business 

The organization that procures any type of cloud 
computing service from a Cloud Vendor 

PaaS Platform as a Service 
PbD Privacy by Design 
PSD Payment Services Directive 
RPA Robotic Process Automation 
SaaS Software as a Service 
SLA Service Level Agreement 
TCP/IP Transmission Control Protocol/Internet Protocol 
TTLF Transatlantic Technology Law Forum 
UCaaS Unified Communications as a Service 
Users or Staff The staff members of the organization that purchases 

Cloud computing services 
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2 Introduction 

Cloud Computing has gained a lot of momentum in the past few years. Today, public and 
private sector enterprises, as well as medium to small businesses and even individuals, are 
using one or more cloud services daily. It is difficult to find any current information technology 
service in use that does not depend on some form of a cloud environment. It is enough only 
to think of Hotmail and Gmail from Microsoft and Google, respectively, to understand the 
prevalence of cloud usage today.  

Although Cloud Computing is not a new concept and many technical models are in use for a 
while, the idea itself and its implications on information technology departments are not that 
obvious for many professionals, especially for those who are not technically involved in 
information technology.  

This study will answer two main questions: 

● What are the origins, concepts, technologies, risks, benefits, implementation 
models, and challenges of cloud computing?  What considerations allow 
organizations to best benefit from cloud computing and what is the environmental 
impact of cloud computing?  

● What are the cloud trends in the global banking sector and how is the banking 
sector in Kuwait approaching cloud computing? What is the status of cloud 
initiatives in Kuwaiti banks? Finally, what approaches can Kuwaiti banks 
implement to develop the necessary talents required to support cloud initiatives?  

Note: The study uses simple, self-explanatory language with simplified terminologies so that 
non-technology professionals can benefit from its content. 

3 Executive Summary 

This executive summary will reflect on the findings of the study in pursuit of answering the 
two questions posed above. We will also highlight when the answers to both questions 
intersect.  

3.1 Going Cloud  

This first topic of the study relates to the origins of the Cloud, current trends of the Cloud, 
business value, trends, technologies, implementation strategies, precautions, related 
Cybersecurity issues, procurement, and contractual considerations. The following 
summarizes the findings of the study: 

● The Cloud is here to stay. It is the future of computing for the foreseeable future. 
Cloud strategies and plans are the core direction of almost all technology 
companies. Even those vendors that do not offer cloud data centers are heavily 
involved in building cloud-based services such as consulting, business solutions, 
management, integration, development tools, databases, project management, 
cybersecurity, etc. The Cloud has a massive ecosystem around it that is attracting 
new players every day. 

● Large enterprises that deal with big data stores, such as banks, mainly depend on 
legacy-based systems through either implementing ready-made software 
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solutions or implementing their bespoke solutions. With the complexity of today’s 
client requirements, both types of solutions are under severe pressure to evolve 
towards much higher efficiency, diversity, and user-friendly levels. Software 
solution vendors are moving to the Cloud to meet the new service levels while 
maintaining their sustainable profitability. Therefore, banks will have to choose 
between building new solutions by themselves from scratch using new cloud-
based technologies, or moving to cloud-based solution providers. Both options 
represent giant steps in terms of cost and impact on banks’ business processes and 
talent capabilities. The question now is when banks will make their move. We do 
not believe that they have much choice. Some banks in Kuwait have already 
realized this fact and have taken action in implementing Cloud/Fintech based 
solutions such as KYC, collaboration, etc.  

● Enterprises may implement a Cloud-Enabled1 environment where they utilize the 
economic advantages of the Cloud. They may also implement a Cloud-Native2 
environment that takes advantage of the scalability and agility benefits of the 
Cloud. Going with the latter option allows enterprises to reap the real benefits of 
the Cloud, and provides them with the long-term competitive advantage and 
growth potential they hope for. 

● Implementing a cloud-based solution or going Cloud, in any way, is a complicated 
exercise. It brings change to a long-standing norm that enterprises have been used 
to for years. Enterprises will face many challenges going through the exercise. They 
need to make many choices along the way. For the purpose of this study, a survey 
that was conducted among Kuwaiti banks during the period of November 2019 to 
January 2020 made it clear that lack of cloud awareness and expertise is a big 
concern for cloud adoption. Using specialized cloud consulting services is the 
obvious safe way of selecting optimum cloud technology, services, and partners.  

● Selecting the optimum cloud technology and partner is half of the challenge. The 
other half is negotiating safe Service Level Agreements (SLA) with cloud partners. 
Enterprises should carefully scrutinize the SLA3 to make sure it meets the 
requirements of the enterprise. Both cybersecurity considerations and exit policies 
are vital factors, among other issues, such as high-availability, performance, price, 
business continuity, etc. Cybersecurity is particularly interesting because there are 
many misconceptions as to where the responsibility of the enterprise and the 
responsibility of the cloud service provider start and end. Many businesses assume 
that the cloud vendor’s cybersecurity services are enough; this perception is 
neither correct nor accurate. Exit policy is another crucial factor. Enterprises 
should make sure that they could retain or have full access to their data stored in 
the cloud environment in the format they want without any restriction even when 
they decide to terminate their contract or replace the cloud service provider.   
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3.2 The Cloud at Kuwaiti Banks  

Efforts to answer the second question of the study revealed the following findings:  

● In March 2020, the Central Bank of Kuwait (CBK) issued the CYBERSECURITY 
FRAMEWORK FOR KUWAITI BANKING SECTOR (CSF), which clarifies what 
regulated entities need to do when adopting cloud services. The CSF was 
developed by CBK with the participation from the Kuwaiti banks. Unfortunately, 
the survey and the study were completed before the official release of the CSF 
document. Hence, the survey results do not refer to this document, which, 
otherwise, could have provided invaluable insights to the survey and to the 
research as a whole.  

● In a highly regulated environment such as banking, we noticed insufficiently clear 
regulation in terms of cloud adoption. The main issue is related to regulations on 
storing client data outside Kuwait. Kuwait, so far, does not have any public cloud 
datacenter within its borders suitable for the banking sector needs. Thus, any 
bank’s cloud implementation will imply storing data outside Kuwait unless 
implemented in a private cloud environment within the banks’ premises. In their 
response to a survey question, some banks said that the Central Bank approves 
storing data outside Kuwait for backup and disaster recovery uses, and some 
noted that client data could not be stored outside. Banks must have clear and 
unambiguous regulations to follow. The CSF document provides the necessary 
answers to the ambiguous situation that banks have been suffering from. 

● During one-to-one meetings, the surveyed banks clearly said that the Central Bank 
requires that they keep backup and disaster recovery data outside Kuwait, and 
banks cannot store client data outside Kuwait. At the same time, banks confirmed 
that they have to go back to the Central Bank for approval if they want to 
implement any cloud-based solution. However, banks would prefer to avoid 
having to consult with the Central Bank before any implementation. 

● In general, banks in Kuwait are aware of the Cloud and its business value. They 
realize that this is an inevitable trend. One bank even started its first cloud 
implementation more than five years ago. Accordingly, banks managed to coexist 
with the lack of regulation and with the case-by-case approval mechanism. It might 
be delaying their plans, but not stopping them. Thus, regulations or laws will 
enable banks to move faster with their cloud initiatives, understand their limits, 
and help them implement their business growth strategies for this highly 
competitive market. Fortunately, CBK’s CSF document streamlined this process. 

● The Cloud may not fit all. One bank, after tedious studies and evaluations, 
concluded that moving their banking applications to the Cloud is not cost-efficient. 
This is related to their computing platform diversity and the volume of their data 
and transactions. This conclusion reaffirms the need to approach cloud computing 
with a professional, systematic, and business-related methodology. 

● Banks will no longer be competing within their regulated comfort zone. Payment 
services, for example, are growing outside the regulated financial industry. 
Companies like Amazon, Facebook, Google, Microsoft, and IBM have their 
payment platforms. Fintech is driving the financial services business towards peer-
to-peer relationships. Bitcoin, driven by Blockchain technology, is a clear example 
of such a business environment whereby the intermediary financial role of banks 
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will be facing fierce competition. Therefore, banks need to rethink their overall 
strategies and diversify. After all, no country can resist the change and protect 
their markets forever. Globalization is here to stay. 

According to Lucas Mearian, a Senior Reporter of Computerworld4, Blockchain is a 
“distributed ledger technology (DLT) that allows data to be stored globally on thousands 
of servers – while letting anyone on the network see everyone else's entries in near real-
time. That makes it difficult for one user to gain control of, or game, the network.” 

● Banks focused on the lack of expertise. The journey to building competent human 
resources is by no means short and easy. It requires dedication by the people and 
investment by banks. Cloud-based consulting services play a vital role in helping 
enterprises move to the Cloud, a move that is usually part of or coupled with their 
digital transformation initiatives. Banks in Kuwait, we believe, had better follow 
the same route, especially during the early stages of adopting cloud services. 
However, banks may consider building their internal cloud capabilities as a long-
term strategy depending on their cost/benefit analysis based on the status and 
size of each bank.  

● Cybersecurity stands out as another challenge that becomes even more critical 
when moving to the Cloud. Most banks depend on third-party cybersecurity 
service providers either solely or as a supporting element to their resources. This 
fits well with the current requirements of protecting highly sensitive business 
environments. Cybersecurity has become a complex issue to deal with by even 
large organizations. On the other hand, one bank reported that they depend solely 
on the cloud service provider for their cloud security. This is risky. After all, 
cybersecurity is a result of the interaction and integration of people, processes, 
and solutions. Only the bank fully understands its security requirements, and it is 
the bank’s final responsibility and not that of the cloud service provider. In all 
cases, cybersecurity, like other issues, should be well crafted as part of the Service-
Level-Agreement with the cloud service provider. 

● It remains to be seen how the Bring Your Own Key (BYOK) service will affect 
governance models of organizations and cybersecurity regulations of countries. 
BYOK refers to the encryption model where clients own and manage the 
encryption keys used to encrypt their cloud-stored data.   

4 Section-1: Cloud Computing 

This section will help the reader to understand the Cloud, its origins, benefits, technology 
options, deployment variations, risks, implementation considerations, and the responsibility 
of organizations when they plan to adopt cloud services.  

4.1 Cloud Computing Definition 

Cloud computing can be defined as the service that avails of computing assets such as 
infrastructure, databases, data storage services, and other operating technical services to 
other organizations through the Internet while adopting a use-based costing system. Cloud 
Computing is available to organizations and individuals alike. Cloud vendors provide 
information assets to clients through flexible business models based on the needs of their 
clients and almost instantly. This speed and flexibility, in addition to other factors that will be 
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discussed later, have made Cloud computing an invaluable asset to organizations and helped 
the spread of this technological phenomenon. Today, many cloud vendors provide their 
services regionally or on a worldwide basis. 

Cloud computing has become a major driving force for the digital transformation initiatives 
that many organizations found themselves forced to consider seriously. The business 
competency requirements, the cost benefits, the speed of delivery, the flexibility of 
procurement, the upward or downward flexibility, and the geographic independence that 
coincides with digital transformation plans were behind the widespread adoption of cloud 
computing.  

4.2 Origins of Cloud Computing 

The roots of cloud computing go back to the 1960s when J. C. R. Licklider5, the first Director 
of the Pentagon’s Information Processing Techniques Office, first used the term Intergalactic 
Computer Network (similar to today’s Internet). During that period, Licklider launched 
important initiatives. The first was to start computer science departments in many famous US 
universities. The second was the introduction of the time-sharing concept (sharing of 
computing assets among many users). This has led to the start of the Advanced Research 
Projects Agency Network – ARPANET)6, which was a packet-switching network and the first 
network to implement the TCP/IP protocol. Later, we witnessed the emergence of concepts 
such as Utility Computing that promised to avail of computing resources through business 
models similar to other utilities such as power or water. 

However, Salesforce, a USA based CRM solution provider, did the real practical 
implementation of cloud computing in 1999 when it launched its cloud-based CRM platform. 
Cloud computing services actively followed through global cloud vendors’ services such as 
Amazon AWS, Google Cloud, and Microsoft Azure. No doubt, the Cloud is the first choice that 
organizations think of when they plan to renovate their IT infrastructure or embark on new 
digital transformation initiatives.  
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4.3 Technology Models of Cloud Computing 

Cloud vendors offer cloud-computing services in three main technology models that satisfy 
the diverse requirements of clients.  Figure 17 outlines the technology models: 

  

Software as a Service – SaaS8,9 Platform as a Service – PaaS8,9 Infrastructure as a Service – 
IaaS8,9 

An easy way to understand 
the SaaS model is to think 
that the client rents 
application services from the 
service provider. Good 
examples of this are email 
applications, Microsoft 
internet-based Office 365 
applications, CRM 
applications, or other 
industry-specific applications 
like educational or 
healthcare services. The SaaS 
model is considered the most 
economical because the 
clients’ responsibilities are 
restricted to running their 
core businesses and serving 
their clients. They still have 
obligations to build their 
users’ profiles and 
information security tasks. 
Salesforce CRM was 
previously mentioned as one 
of the early implementations 
of the SaaS model.  

In addition to the IaaS 
services, the PaaS provides 
the operating systems, 
database systems, and 
relevant tools that help in the 
development and operating 
of applications through the 
Internet. This model saves a 
lot of cost and complexity in 
the procuring and 
management of systems and 
software to develop and 
manage applications. It 
allows clients to focus on the 
development of their 
application that suits their 
business and serve their 
customers. The service 
provider will undertake 
necessary maintenance, as 
well as updating and patching 
the systems environment.    

In the IaaS model, clients 
acquire server equipment, i.e., 
computing power. We can 
easily understand this model if 
we imagine that the virtual 
servers of clients are moved 
from their data centers to 
service providers’ data centers 
along with necessary 
networking storage systems. 
Operations staff of clients will 
continue assuming the 
operations and upgrading 
responsibilities.  The most 
crucial benefit of this model is 
saving the outright purchase 
cost of computing assets, the 
speed with which they can be 
deployed, and the reduced 
effort and cost of their 
maintenance and support.  In 
addition, this model provides 
flexibility in scaling the 
environment up and down 
based on the client’s needs.   

Figure 1: Cloud Technology Models 
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4.4 Service Models of Cloud Computing 

Services models of cloud computing differ based on the location and ownership of cloud 
computing centers. Figure 210 outlines the service models: 

  

Private Cloud8,9 Hybrid Cloud8,9 Public Cloud8,9 

The private cloud model 
indicates that cloud resources 
are used and owned by one 
client. The private Cloud may 
be located at the client’s 
datacenter or may be hosted at 
the datacenter of a public 
cloud service provider. Clients 
adopt this model to benefit 
from cloud services while 
keeping complete control of 
the environment. Information 
security, privacy, sensitivity, 
and strategic value are relevant 
considerations to adopt this 
model. Compliance with 
internal governance 
requirements and to 
government legislations may 
necessitate the use of the 
private Cloud. In addition, with 
the private Cloud, all resources 
are dedicated to serving the 
owner instead of the shared 
resources model of the public 
Cloud.  

This model is a mix of both the 
public Cloud and the private 
Cloud. Many factors drive 
organizations to adopt this 
model. They may decide to 
move the less sensitive 
applications to the public 
Cloud and keep the highly 
sensitive application in the 
private Cloud. The client, as 
well, may have plans for a 
long-term migration to the 
public Cloud, and they use the 
private Cloud as an interim 
step. They may have old 
legacy applications that 
require renovation before 
migration to the Cloud. In all 
cases, cloud systems provide 
easy and automated 
integration tools that allow 
users to access their 
applications transparently 
regardless of where they 
reside.   

In this model, the cloud 
service provider owns and 
manages the Cloud. The 
service provider provides 
cloud services to other public 
and private sector 
organizations, or even 
individuals. The service 
provider charges clients 
based on their usage. The 
Internet links clients to the 
Cloud. This model delivers 
several benefits, including 
eliminating the need to 
purchase equipment, 
software, networking, data 
storage, and protection 
through backups and 
qualified human resources. 
We will detail the benefits of 
using the public Cloud later in 
the study.  The public Cloud 
is commonly in use today.  

Figure 2: Cloud Service Models 
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4.5 Specialized Cloud Services Models 

Many specialized cloud vendors have emerged to deliver specific services. Public cloud 
vendors may also provide one or more of these services. We expect many more offerings of 
specialized cloud services with the widespread adoption of cloud technologies. We list below 
some specialized cloud services: 

4.5.1 Public Application Programming Interfaces – Public API’s 

Public API’s make it possible for software developers to use certain ready-made programmed 
functions within their applications. As an example, they can use Google Map API within their 
apps to provide location-based services. Social networks APIs of LinkedIn, Twitter, and 
Facebook provide developers with APIs to be used in their CRM.  

4.5.2 Integration platform as a Service – IPaaS 

This cloud service provides links that allow integration with information-based service 
providers regardless of being cloud-based as a SaaS service or legacy-based at a traditional 
datacenter. Examples of IPaaS services providers are Dell Boomi, Informatica, Mulesoft, and 
SnapLogic. 

4.5.3 Identity as a Service – IDaaS 

Identity management is one of the most critical functions that allow cloud service users to 
access their information assets securely. Identity management becomes exceptionally critical 
because those users also access information assets at their local organizations’ data centers. 
IDaaS services provide a seamless identity management functionality while integrating with 
the directory services of the organization being Active Directory, LDAP, or others.  

4.5.4 Unified Communications as a Service – UCaaS 

UCaaS cloud vendors deliver unified communications services to their clients. They charge 
clients according to a consumption-based model. Clients enjoy significant cost savings 
compared to what they will incur if they purchase and maintain the equipment taking into 
consideration the fast pace of change in communications technology. This model allows 
organizations to scale up their consumption temporarily, significantly, and instantaneously 
when they want to launch their marketing campaigns.  For example, UCaaS services deliver 
phone calls via cell phones and all types of personal devices, including group calls, video 
conferencing, electronic messaging, chatting, and support of call centers. 

4.5.5  Collaboration Platforms 

Collaboration platforms such as Slack, Microsoft Teams, and HipChat help teams collaborate 
and work efficiently and effectively together. They are SaaS cloud services that allow users to 
communicate and exchange information being in the form of text, sound, image, or video. In 
addition, they provide Public APIs to enable other organizations to use the services of these 
collaboration tools in developing their applications. 



Cloud Computing and its Impact on Kuwait’s Banking Sector            Page 13 of 42 Institute of Banking Studies - Kuwait 

4.5.6 Vertical Clouds 

Various industry-specific vendors such as the financial services, healthcare, retail, life 
sciences, or manufacturing deliver cloud-based services that allow users of many 
organizations to provide their applications and integrate them with these cloud services. 
Users, in this case, can swiftly develop their application to serve them internally or to sell 
them to a third party. The time to market is significantly reduced while saving a lot of time 
and resources. 

4.5.7 Community Cloud 

A community cloud is a cloud environment that is shared and jointly accessed by several 
organizations that share specific computing concerns such as security, compliance, or 
jurisdiction considerations. Healthcare institutions and financial sector institutions are typical 
examples of community cloud clients. The National Institute of Standards and Technologies 
(NIST) describes community clouds as follows: the infrastructure is shared by several 
organizations and supports a specific community that has shared concerns (e.g., mission, 
security requirements, policy, and compliance considerations). It may be managed by the 
organizations or a third party and may exist on premise or off premise11. 

4.6 Characteristics and Benefits of Cloud Computing 

The proliferation of cloud computing is attributed to the benefits that organizations enjoy 
when adopting cloud services regardless of the nature and size of the organization. Businesses 
would not endorse the Cloud without, at least, the significant cost savings that are made. This 
section will detail the cost-saving factor and other cloud benefits12.  

4.6.1 Cost Saving Factor of Cloud Computing  

Cloud vendors build large data centers equipped with tens of thousands of servers or more 
along with all their necessary networking, storage, software, database systems, and 
applications. Cloud vendors allow their clients to rent the computing services that they need 
with a flexible model for scaling up or scaling down seamlessly, instantaneously, and 
effortlessly. The cost of the rental will move up and down accordingly13. Due to the massive 
size of cloud data centers and their capability to serve a vast number of clients concurrently, 
vendors can offer their services at economical prices compared to what organizations will 
incur if they purchase their IT assets. For organizations, the costly CAPEX costing model in 
case of purchase and the provision of all other related support services, such as upgraded 
human resources requirements, will become a reasonable OPEX model in case of renting 
cloud services14.  

It is important to highlight that data centers require an army of professionals to run them. 
These should be qualified and well-trained on an ongoing basis. Datacenters themselves are 
huge physical assets that occupy large buildings constructed on precious space, and they 
require significant energy to keep them running. Electricity is mainly consumed in powering 
the equipment and cooling down their environment. All these costs are significantly waived 
when organizations adopt cloud computing.   
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4.6.2 Self-Service Flexibility 

Automated services of cloud computing empower clients to control the scope of their 
services, including what, when, and how15. They can do that without the intervention of the 
service provider. This is a great time and effort saving factor. Companies and organizations 
can jump in right away to do business and serve their clients accordingly. 

4.6.3 Flexibility in Selecting Services 

It is worth emphasizing the flexibility that clients have in scaling their cloud services up and 
down, and the costs incurred15. Organizations may need to scale up their computing resources 
for a short period significantly. They may, as well, scale down their computing power at other 
times. This elastic scalability is vital for the business environment today, where acquisitions, 
mergers, and the need to enter new markets are continuously on the rise, especially for small 
and medium businesses. Even large enterprises can scale up their IT resources to extreme 
limits when they have to, in case of embarking on periodical sale-campaigns, for example.  

4.6.4 Flexibility of Movement 

Cloud Computing allows businesses to move their data resources from one cloud vendor to 
another. Clients should make sure the free movement of data is included in the SLAs that bind 
their relation with their cloud vendors. While moving from one cloud vendor to another is 
possible, it does not come without challenges. Organizations should carry out their sufficient 
due diligence to make the shift safe and risk-free when necessary16. 

4.6.5 Disaster Recovery and Business Continuity 

Organizations spend a high cost, time, and effort to protect their information assets, including 
their data and continuity of business processes. Keeping fresh backup copies of software, 
database management systems and data is a costly ongoing task. Recovery from the damage 
caused by various natural disasters or human-made mistakes may require a lot of effort, cost 
and time. In this age, any stoppage of business processes for any prolonged period may be 
catastrophic to the extent that some organizations may need to close down their operations. 
Even in the best cases, stoppage or hindered business response may cause severe 
reputational damage.  

Many cloud vendors offer their clients various types of services to allow disaster recovery and 
business continuity services that enable them to resume their business in case of disasters or 
serious problems. This cloud service is usually referred to as Disaster Recovery as a Service 
(DRaaS).  There are even specialized cloud vendors who deliver only DRaaS services.  

4.6.6 Information Security  

Information security is, undoubtedly, a big concern to governments, banks, businesses, and 
individuals. Information security has always been a controversial issue that hinders the wide-
scale adoption of public cloud computing. During the early stages of the Cloud, there was not 
enough trust in the information security features of cloud services. However, things have 
changed. Medium and small businesses cannot afford, today, to implement sufficient 
information security services and resources. They simply do not have the financial capacity 
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and the qualified human resources in light of the ever-evolving security threats. Cloud 
vendors are capable of providing, at least, much better security services than what could be 
afforded by many organizations, including the physical security features of Cloud vendors that 
are related to their location, infrastructure, and backup power resources. Organizations, 
however, still need to ensure that Cloud vendors deliver enough information security services 
that meet their compliance and business requirements. 

Nowadays, businesses tend to move fast with their initiatives and offer new services to their 
clients. The serious risk here is that the speed of Cybersecurity teams cannot match the speed 
of the business. Therefore, improving security measures is a key factor in adopting a 
successful cloud computing strategy.  

Dr. Ann Cavoukian17, former Ontario privacy commissioner in Canada and the Executive 
Director at Global Privacy & Security by Design Centre, introduced the Privacy by Design (PbD) 
approach in the early nineties. PbD was formalized in a joint report on privacy-enhancing 
technologies by a joint team of the Information and Privacy Commissioner of Ontario 
(Canada), the Dutch Data Protection Authority, and the Netherlands Organization for Applied 
Scientific Research in 1995. PbD calls to imbed privacy, starting from the early stages of 
building any product and service. The concept here is that no matter what sort of security 
services you overlay or build on top of your products and services, it will be extremely 
challenging to achieve an optimum level of security. PbD ensures that security measures 
should be an integral part of all the components of any product, including technology, 
process, and people. The European GDPR incorporates Privacy by Design framework.  

Finally, it is essential to understand the nature and impact of cybersecurity on business 
outcomes to make the right decisions regarding setting optimum risk management policies.  

4.6.7 Bring Your Own Key (BYOK) 

Though this topic falls under the information security domain, we decided to focus on it 
separately because it is gaining popularity though it creates its challenges. Data is stored 
encrypted on any cloud system. Usually, the cloud service provider or a third party provides 
the encryption keys. The concept with BYOK18 is that the client will provide and own the 
encryption keys. Nobody can have access to decrypt clients’ data without their approval and 
asking for the encryption keys.  

BYOK will have a profound impact on the cloud market. Data ownership or access to clients’ 
data has always been an obstacle, and this was one of the main issues. Though it may still be 
too early to see, BYOK may change the way countries formulate their cybersecurity 
regulations. Banks may even decide that with BYOK, they have the option to start 
implementing core-banking solutions on the Cloud.  

On the other hand, BYOK does not come without challenges. Managing the keys can become 
a complicated task. Vendors started to offer services to manage client-provided encryption 
keys. Such solutions vary from being hosted on the Cloud or on the premises. In all cases, 
clients have to study all the possibilities in light of their requirements and capabilities.  
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4.7 Success Factors of Cloud Adoption  

Moving to a cloud-based business model is not a trivial endeavor. It is a journey19 that 
encompasses several phases. It starts with the initial planning phase, then studying the 
various alternatives, selection of the proper cloud model and partner, contract negotiations, 
procurement and implementations, and support services. We can identify the following 
important factors that will contribute to the success of cloud adoption plans of organizations: 

4.7.1 Study and Understand Cloud Computing 

Adopting the Cloud is a bold strategic decision for any organization that has many implications 
for productivity, human and financial resources, and business processes. Accordingly, moving 
to a cloud environment must be preceded by a comprehensive study of the Cloud, its 
technologies, fit to business requirements, best practices, and contractual considerations. 
Organizations must also study various cloud offerings. It is crucial, at this stage, to benefit 
from the experience of other clients, their successes and failures. Consulting with cloud 
industry specialists is a logical and mandatory step to avoid costly setbacks.  

4.7.2 Study and Define the Requirements of the Organization 

After understanding the Cloud, organizations should study their requirements and the 
business benefits of the Cloud. Usually, cloud adoption strategies coincide with a digital 
transformation initiative that, by itself, is a strategic change that requires a lot of effort and 
specialization. The diversity of cloud offerings makes it harder for organizations to choose the 
right option. The basic principle should be to understand the fit to business and how the Cloud 
will contribute to business growth and the future of an organization. It is essential to involve 
all the organization’s stakeholders, starting from the early stages of the cloud initiative. 

4.7.3 Setting Sound Cloud Adoption Plans 

Cloud adoption requires setting good plans that take into considerations all the factors, 
including technologies, business processes, and human resources8, and regulatory 
requirements, especially in highly regulated environments such as the financial sector. The 
Cloud will disrupt the prevailing norms within the organization. All concerned constituents 
must be prepared and qualified to support the change. It is advisable to start preparations 
much earlier than implementing the change. Gradual and phased cloud implementation 
reduces the risk of failure. Many organizations spend years in their phased cloud adoption 
plans using legacy systems while gradually moving applications as and when ready.  

4.7.4 Selection of the Suitable Cloud Partner(s)  

Organizations must select the cloud vendors that will become partners during their cloud 
journeys, carefully and professionally. They need to make sure that their partners have: 

a. The experience and good reputation that can guarantee a long-term relationship. 

b. The technologies that fit the organization’s short and long-term requirements. 

c. Satisfactory cybersecurity and privacy assurances. 

d. The qualified technical and administrative staff that can support the organization 
when in need. 



Cloud Computing and its Impact on Kuwait’s Banking Sector            Page 17 of 42 Institute of Banking Studies - Kuwait 

e. The capability to respect the cloud vendor’s SLA that fits the organization’s business 
requirements, including high availability, disaster recovery, and information security. 

Organizations must be aware that contractual terms of cloud vendors differ from those they 
used to have with their conventional technology vendors or outsourcing firms. Some 
terminologies may even be unclear. 

4.7.5 Special Considerations when dealing with Cloud Vendors 

The following summarizes some special considerations that organizations have to consider 
when dealing with cloud vendors: 

a. In most cases, organizations will end up dealing with more than one cloud vendor. 
Therefore, they have to manage more than one Cloud from more than one vendor; 
this is called a Multi-Cloud14 environment. More complications arise from Multi-Cloud, 
notably, issues related to users’ identity management. In all cases, organizations 
should avoid the situation where they are locked to a one-cloud vendor or what is 
known as the cloud-lock.  

b. It is also important that organizations identify their cloud vendor’s policy if they have 
to terminate their agreement with that cloud vendor. Can it be done quickly? Will 
there be penalties to do so? Will the organization be able to get their applications and 
data back in the format that they need? This is an important factor considering the 
volatile situation of mergers, acquisitions, or spin-offs. 

c. The organization should allow enough time for their staff to be qualified and 
acquainted with the new environment. Getting prepared is vital to any significant 
change. Yet, it is more critical with cloud adoption since it is usually accompanied by 
digital transformation initiatives and disruption of the norm.  

d. Organizations must make sure that their cloud vendor will not surprise them with 
hidden costs in the future. Again, employing consulting services is the preferable route 
to pursue.  

e. Success in selecting the suitable cloud vendor starts by identifying the organization’s 
requirements and ensuring that the vendor will meet the short and long-term 
demands of the organization. This does not waive the need to study the vendor’s 
contractual terms and conditions. The use of industry experts is highly recommended 
at this phase. 

4.7.6 Good Internet Service 

Cloud adoption requires the availability of reliable, excellent internet services with sufficient 
bandwidth relevant to use requirements. Efficient and dependable Internet is necessary for 
any business today. With the Cloud, it becomes vital. Legacy data centers have always been 
within the geographical boundaries of their organizations with many high-speed connections 
to serve users. With the Cloud, data centers may be thousands of miles away, and the Internet 
is the only connecting medium. Therefore, the new internet connectivity must be readily 
available, resilient, and extremely fast. Backup internet links going through completely 
separate routes between the organization and its cloud provider are vital to ensure 
availability and business continuity in case one internet link fails.  
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4.8 Cybersecurity Risks and Challenges Associated with using Cloud Services 

Cybersecurity risks and various governance/compliance issues have been genuine challenges 
that faced cloud computing. For a highly regulated business such as banks, and with the type 
of data banks deal with, we can quickly figure out why. This section will highlight some of the 
risks banks and regulators have to consider with any Cloud implementation. 

4.8.1 Data Confidentiality  

According to the University of Delaware, "Data confidentiality is about protecting data against 
unintentional, unlawful, or unauthorized access, disclosure, or theft."41 Data confidentiality is 
a vital and crucial consideration for any organization due to data's business value. The 
University of Delaware defines several factors to protect data confidentiality. These are 
encrypting sensitive files, managing data access, physically securing devices and paper 
documents, securely disposing of data, devices and paper records, managing data acquisition, 
managing data utilization, and managing devices.  

In a survey under the title of "Confidentiality Issues in Cloud Computing and 
Countermeasures: A Survey" 42 conducted by Yusuf Haider M, Siva Selvan Department of 
Computer Science and Engineering Manipal Institute of Technology (Manipal University) 
Manipal, India, the survey mentions that two factors in achieving data integrity are encryption 
and physical security. In a Cloud environment, physical security is the responsibility of the 
Cloud vendor. However, this does not mean that the client has no obligation to ensure that 
the physical security complies with his requirements. The human factor (Cloud personnel) is 
an important factor in physical security. On the encryption side, the survey combines both 
encryption and obfuscation to achieve security. "Obfuscation uses a mathematical function 
or employs programming techniques to disguise illegal users. This approach depends on the 
type of data. Encryption can be applied to alphabets and alphanumeric type of data and 
obfuscation to numeric data", according to the survey.  

In a Cloud environment, it is not only necessary to ensure data confidentiality when data is 
stored at the Cloud setup. It is also necessary to ensure data confidentiality when data is in 
transit between the Cloud and the client's premises, systems, users, and customers.  

4.8.2 Governance and Risk Management 

There has been a two-sided impact of cloud computing on enterprise risk management (ERM) 
in organizations. On one side, the Cloud has extended the boundaries of the organizations 
outside their borders. This factor adds to the complexity of the governance, risk, and 
compliance operations by involving more players with other types of responsibilities and the 
extra friction that comes with the Cloud. On the other side, organizations will drastically 
reduce the level of complexity resulting from shifting their computing power to the Cloud. 
They will also have more streamlined operations because new computing power and services 
are redirected to the Cloud environment. In general, the Cloud has had a positive impact in 
encouraging organizations to implement "ERM architectures and best practices by 
rationalizing and re-engineering GRC business processes, specialization of resources, 
enhancement of information and data management as well as the reduction of potential and 
existing impediments associated with legacy IT investments."36 
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4.8.3 Identifying the Organization's Data Storage Locations (Data Sovereignty) 

Organizations may not think to ask the cloud vendor about the geographic locations at which 
their data will be stored. There may be vital compliance or regulatory issues with this 
oversight. Many countries require that data about their citizens should be stored within the 
borders of the country. They will not allow data to be stored even in other friendly countries. 
This is related to the regulations that countries may implement based on their citizens' 
legislations or constitutional rights. Even businesses may require compliance requirements to 
store a specific type of data within their data centers (financial or health, for example), to 
comply with regulatory requirements throughout the life cycle of data, whether in motion, 
rest, or under processing.  

An important question arises when discussing geographical borders. Do we consider data 
stored in a private cloud (managed by the client) within the setup of a public cloud located in 
another country as stored within the geographies of the country or not? The regulators should 
answer this question.  

4.8.4 Audit Rights37 

This is a vital issue when it comes to banks. When implementing Cloud, the situation becomes 
complex, especially when implementing a SaaS-based Cloud environment. With the Cloud, 
the scope of the Audit suddenly expands. Data may be stored or dealt with by external third 
parties outside the country's sovereign borders. Audit rights of data and operations, in all 
cases, should continue to comply with the prevailing regulations of the bank, the banking or 
financial services regulator, and any other governmental legislations. These rights include the 
right to audit/right to inspect, right to request third-party/external audit reports, and the right 
to Audit by the Regulator. Audit rights must also comply with any general data protection 
regulations, such as the European GDPR, if applicable. In the banking sector, on premises or 
Cloud-based, banking transactions should also comply with many local and international laws. 
Examples are the regulation related to anti-money laundering regulations, terrorism, human 
trafficking, drug trafficking, and corruption.  

4.8.5 Multitenancy/Data Commingling 

Both multitenancy and data commingling received greater attention with the widespread 
adoption of Cloud computing. According to Gartner38, "Multitenancy is a reference to the 
mode of operation of software where multiple independent instances of one or multiple 
applications operate in a shared environment. The instances (tenants) are logically isolated 
but physically integrated." The Cloud is a typical multitenancy environment where many 
clients share the same computing resources. Multitenancy creates an environment whereby 
clients may be competing for computing resources. It will also create an environment where 
intruders may compromise information security risks.  

Semantic Scholar39 said, "Data commingling, in computer science, occurs when different 
items or kinds of data are stored in such a way that they become commonly accessible when 
they are supposed to remain separated. In cloud computing, this can occur where different 
customer data sits on the same server. Data that is commingled can present a security 
vulnerability." There have been several lawsuits against Cloud vendors initiated on the 
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grounds of data commingling. An example is what was published by Reuters based on the US 
privacy lawsuit against Google in 191440.  

Clients should be careful about multitenancy and data commingling risks during their 
negotiation phase with Cloud vendors. The complexity of this exercise depends on the nature 
of the Cloud services under discussion. A SaaS based Cloud will feature higher potential risk 
that IaaS, for example.  

4.8.6 Third-Party and Sub-Contractors Associated Risks 

Regardless of how big Cloud vendors are, they may revert to third party companies or sub-
contractors to provide them with certain services. The services may involve, among others, 
data storage in specific geographies, certain analytics services, backup services, or the use of 
specialized external consultants. Clients draft their agreements or contracts with the Cloud 
vendor. Any third party or sub-contractor that may be involved in the service delivery 
represents a security vulnerability. Clients should be aware of those external partners, and it 
is the Cloud vendor's responsibility to specify any involvement from any third party. Clients 
are also responsible for doing their due diligence to identify any third parties or sub-
contractors involved.     

4.8.7 Keeping Multiple Copies of Data 

Information and data are the real assets of any organization. In a Cloud environment, the 
Cloud vendor can compensate swiftly and cheaply for system or devices failures. However, 
the availability of data is a crucial factor for business resilience and continuity. Therefore, 
organizations must make sure that they always have extra up-to-date copies of their data in 
case of any disaster. They may arrange for this with their cloud vendor, another cloud vendor, 
or at their datacenters.  

4.8.8 Other Information Security Considerations 

Organizations should discuss all technical and procedural matters related to information 
security internally and with their potential Cloud vendor.  This includes how the cloud vendor 
ensures the security, safety, and privacy of their data. Cloud data centers are not located 
within the premises of the organization, and the SLA controls the relationship between the 
organization and the vendor. Organizations should make sure that the cloud vendor: 

● Provides a BYOK option should that become a requirement either by the client or 
by the governance organizations.  

● Cannot have access to user clients' data. 

● Ensures governance of IT Security and operations (segregation of duties, policies, 
procedures, etc.) to the SLA. 

● Conforms to user's applicable IT security standards. 

● Is capable of providing clients with audit reports (such as SOC1 Soc2 Soc3, CSA 
STAR attestation, etc.) 

● Commits to paying significant penalties to clients if their data is hacked or 
breached while within the cloud vendor boundaries.  
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To conclude this section, we have to point out that cybersecurity will continue to be one of 
the primary considerations and challenges for the computing industry, not for the Cloud 
alone. In its report on THE STATE OF CLOUD SECURITY 202043, Sophos states that a 
cyberattack has hit 70% of organizations. This finding resulted from a survey that included 
3,521 IT managers currently hosting data and workloads in the public Cloud and asked them 
about their experiences with cloud security. The survey covered 26 countries and more than 
10 business sectors. The report concluded with valuable recommendations to business and IT 
leaders. 

4.9 Environmental Impact of Cloud Computing 

The shared services capabilities empowered by virtualization technologies used by cloud data 
centers and the reduction of computing equipment footprint installed at clients' data centers 
result in significant power savings. The Cloud allows more efficient use of computing 
resources among a large number of clients through virtualization. This results in significant 
environmental impact on a worldwide basis. This section will handle the environmental 
impact of the Cloud from two different angles. One is related to businesses, and the other is 
related to cloud vendors.  

4.9.1 Environmental Impact of Cloud from the Customer's Perspective  

Many elements affect the environment positively from a customer's perspective. A study 
conducted by Microsoft in partnership with WSP USA18, listed many factors that contribute 
to the environmentally friendly features of cloud computing: 

a. Reduction of Energy Use 

Data centers represent a significant source of energy consumption. Server, storage, 
and communications equipment, as well as cooling, require power continuously. The 
amount of power consumption is proportionate to the size of equipment. When 
adopting the Cloud, businesses will get rid of their data center equipment either 
entirely or partially, hence reducing their power consumption and carbon footprint. 
Research funded by Google and conducted by Lawrence Berkeley National Laboratory, 
in conjunction with Northwestern University, revealed that transitioning typical 
software applications to the Cloud would cut energy use by 87%. The study further 
affirmed that data center energy consumption would drop by 31% between 2010 and 
2020 as more and more organizations shift to cloud computing helping businesses 
save 60-85% in energy costs. It is also useful to mention that adopting cloud services 
will significantly reduce the e-waste caused by equipment renovation or disposal plans 
in the long run. 

b. Decrease of Green House Gas Emissions 

Throughout the life cycle of computing equipment, power is consumed, starting from 
producing raw materials for equipment manufacturing, assembly, transportation to 
the on-site data center, use, and finally, disposing of them. The study suggests that 
the Cloud can reduce carbon emissions by 30%, reaching 90% for small businesses.  
The study states that in 2010, Salesforce reduced its carbon footprint by 170,900 tons 
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of carbon. This figure is equivalent to eliminating 37,000 cars on the road. Let us 
remember this is related to one cloud-based application.  

c. Dematerialization 

Dematerialization refers to the replacement of high-carbon physical products with 
virtual equivalents. Moving to the Cloud allows organizations to use less computing 
equipment with much lower energy bills. Other electronic services that are powered 
by the Cloud can reduce the consumption of carbon. Examples are using cloud-based 
storage services such as Dropbox, SharePoint, and Google Drive to exchange 
documents. Using electronic signature services such as DocuSign eliminates the need 
to print documents and sign them physically, send them, store them, and possibly 
dispose of them by the end of their lifecycle. Another dematerialization feature is the 
use of video conferencing that results in the slashing of business travel. Many 
international companies use video conferencing for their sales and business meetings 
or events, leading to a considerable saving in travel costs and carbon emissions. There 
are many examples where technology, especially cloud-based, can reduce the carbon 
footprint of organizations, countries, and the whole world.  

4.9.2 Environmental Impact of the Cloud from the Cloud Vendor Perspective  

Cloud service providers run massive data centers with enormous energy requirements. Their 
energy consumption bills, accordingly, are equally significant. Shifting to renewable energy is 
an obvious choice to reduce their energy bill and help protect the environment. Solar, 
geothermal, hydropower resources and wind are familiar sources of renewable energy. As an 
example, Agile IT collaborated with Arcadia Power to power its headquarters and network 
operations center with wind power. Renewable energy is an obvious choice in the age of 
global warming and climate change, especially for the massive data centers of global cloud 
vendors. However, not all cloud vendors are equal when it comes to implementing renewable 
energy solutions. Greenpeace, in its 2017 Click-Clean report22, states that Apple, Google, and 
Facebook are the three big players. They shone in their renewable energy implementations 
while Netflix, Amazon Web Services (AWS), and Samsung particularly poor performers. The 
reduced energy consumption of organizations on a worldwide basis and the renewable 
energy moves of cloud vendors will have a positive impact on the environment.   
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5 Section-2: Impact of Cloud Computing on Kuwait’s Banking Sector 

This section outlines how Kuwaiti banks reacted to the cloud-computing phenomenon. This 
study depends on a survey that has been conducted by the authors to get an accurate picture 
of the status and plans of cloud adoption by Kuwait’s commercial banking sector.   

5.1 Cloud Trends in Banking  

Several trends are driving the evolution of the banking industry today. These trends are 
global, and they are influencing the banking sector in Kuwait. Regulations play a significant 
role in defining the degree of impact.  

5.1.1 Migration to the Cloud – A Regional Perspective 

In a Computer Weekly article published on December 09, 2019, entitled, “Cloud computing 
surges in the UAE in 201923,” Alicia Buller described the momentum that cloud computing has 
been witnessing over the past few years. The article listed the cloud vendors that have 
launched their cloud data centers in UAE such as Alibaba Cloud, SAP, Microsoft, and Oracle, a 
momentum will encourage businesses in the entire region to move on with their cloud 
adoption plans.  

Amazon, on the other hand, built their datacenter in neighboring Bahrain. SAP is serving its 
clients through its cloud data centers in Dubai, Riyadh, and Dammam. Oracle’s first data 
center was built in Abu Dhabi in 2019 and is planning two more in the UAE and another two 
in Saudi Arabia in 2020.  

The article states that “According to a recent YouGov survey of more than 500 IT decision-
makers in the UAE, 88% planned to increase cloud spend in 2019, 83% are running partially 
or completely in the cloud in 2019, and nearly 90% expect cost savings on the cloud.” 

On the regional level, the article refers to data from the research firm Statista that predicts 
that the public cloud services market in the Middle East and North Africa (MENA) is projected 
to grow to $1.9bn (AED7.97bn) by 2020, double what it was in 2016. 

According to Buller, Microsoft launched its direct cloud presence in the Middle East in June 
2019 by opening one data center in Dubai and another in Abu Dhabi. Alibaba has had its 
datacenter operational in Dubai since 2016. 

5.1.2 More on the Cloud in the GCC Banking Sector 

This section will highlight the status of cloud adoption in the global banking sector. It will focus 
on trends and regulatory status.  

In his article published on February 4, 2020 in ITP.net, entitled “Why GCC Banks are looking 
to the Cloud24”, Serge Tohme states: “The tipping point for migration to the cloud for 
organizations has now been reached.” Key findings of Tohme’s article are: 

● Banks in GCC countries are facing tough competition. According to Bloomberg, 70 
listed banks in GCC serve 51 million people, while around 12 banks in the UK serve 
65 million. 
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● GCC clients are digitally sophisticated. 78% of GCC banking customers will shift to 
a better digital experience, according to a recent EY. study. 

●  The shift to Cloud is the obvious route to survive and thrive in such a highly 
competitive market. 

● The ever-improving IT security services, which in many cases outperform in-house 
security services, have paved the way to broader cloud adoption.  

● Establishing GCC-based cloud datacenters by the technology giants will help banks 
comply with local governance requirements such as data sovereignty that is 
related to data storage locations. 

● IDC is predicting that the Middle East & Africa will witness “an annual growth rate 
of 24% for the cloud market, which will reach $5 billion by 2022.”  

● The Cloud will make sense by helping banks reduce their CAPEX and OPEX 
expenditure.  

5.1.3 Global Cloud Perspective 

This section provides a view of what sort of competition is facing the regulated banking sector 
globally. It might not be the case in Kuwait yet. However, this does not mean that this 
situation might not change. Even regulators might find themselves under pressure to force 
local banks to deliver innovative and competitive services or open the door for global service 
providers. This section is intended to shine a light on what may be coming so banks and 
regulators can be ready. 

Deloitte also published its report, "Getting cloud right - How can banks stay ahead of the 
curve?25, in 2019.  Deloitte started its report by stating: "Cloud is not the future or an emerging 
trend anymore: it is the present and it constitutes a critical tool for financial institutions to 
stay competitive in today's challenging business environment. Success with process re-
engineering and efforts at digitalization with emerging technologies such as artificial 
intelligence is dependent on cloud computing." This statement positions the Cloud as an 
essential element of growth, even survival, for the financial industry. The report lists several 
benefits of the Cloud, such as improving business agility, helping innovation through the 
consumption of external services, leveraging industry-specific solutions, and triggering a 
paradigm shift in IT spending. Each of these benefits empowers banks to increase efficiency, 
rationalize costs, innovate in service offerings, move to service-oriented business models, etc.  

Deloitte's report mentions several success stories where giant international banks managed 
to transfer critical operations to the Cloud. Capital One is using Amazon's AWS to run their 
core banking services. Deutsche Bank Luxembourg partnered with Avaloq Banking Suite to 
migrate its various business services. Citigroup reduced the 45-day wait time for 
infrastructure resources to less than 20 minutes by using IBM Cloud, hence achieving a drastic 
reduction in time to value.  

Deloitte’s report states that Cloud/Technology vendors are competing with the traditional 
financial industry by offering innovative financial services. The report lists several examples. 
Amazon offers cash services, credit cards, and other basic financial products, including 
Amazon Pay. Alibaba, with its spin-off AliPay, services over 900 million customers, far more 
than the largest US bank. Deloitte predicts that devices such as Alexa, Siri, or Google Home 
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will be the future of banking since these smart AI bots will act as a financial assistant in 
everyday life.  

5.1.4 Adoption of Artificial Intelligence (AI) 

Financial Institutions have always been known as leading adopters of new technologies. They 
have the resources to spend and the client base that is ready to utilize new services that can 
save time and offer choice. Artificial Intelligence (AI) is a perfect example of such a tool that 
is reshaping clients’ interactions with their service providers in both the retail and B2B 
business.  

The cloud is a significant enabler of AI. Machine learning is a core engine for AI applications 
that depend on handling large amounts of data. The Cloud is the optimum infrastructure that 
delivers the necessary scalability, diversity, geographic coverage, and capacity required by AI.  

Among the various complex models that AI tackles, let us talk about the Next in Sequence, a 
machine learning implementation, which helps in predicting future client requirements, such 
as future sales26. This crucial feature helps the retail industry implement next-generation 
Customer Relationship Management (CRM) tools that meet the ever-changing psychology of 
customers. Fraudulent card detection is another significant threat that AI is helping to solve 
for the banking sector, retail industry, and all other payment card services.  

AI is playing other vital roles in the industry today. It is enough to mention computer vision 
that is helping in image classification, car accident management, an image segmentation that 
has a crucial role in developing self-driving cars. 

An outstanding example of AI is the Bank of America’s Erica27. Erica may advise a client not to 
buy something because he/she will go overdrawn, or advise that he/she spent $50 on 
Starbucks the previous week. They also may advise a client if he/she is paying more on a 
specific utility consumption than his/her neighbor. 

Another technology implementation that uses AI as one of its underlying foundations is 
Robotic Process Automation (RPA) 28. RPA programs robots to perform business processes 
that usually require people to accomplish. RPA has profound implications on the operating 
cost of organizations; banks are not an exception.  

AI, so far, is just scratching the surface. What AI might bring is not yet imaginable. Major 
players, including banks, are working hard to build services driven by what AI can offer. AI is 
changing the world that we know. Financial institutions are taking the lead to exploit AI 
capabilities. 

5.1.5 Fintech 

Fintechs mainly use the Cloud to reach their clients. According to Investopedia29, Financial 
Technology (Fintech) refers to the integration of technology into offerings by financial 
services companies to improve their use and delivery to consumers. Good examples include 
money transfers, depositing a check with your smartphone, bypassing a bank branch to apply 
for credit, raising money for a business startup, or managing your investments, generally 
without the assistance of a person. 
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Fintechs impose a real threat to the mainstream regulated banking sector for the following 
reasons: 

● They operate outside the control of the financial services’ regulatory bodies, such 
as central banks or treasury boards. However, the Central Bank of Kuwait has 
issued a Regulatory Sandbox Framework document30, which provides “a safe 
space that allows for experimentation with innovative products and services 
relating to Fintech without incurring the cost of obtaining official licenses. The 
environment caters for either products and services that are based on, or relevant 
to, electronic payment of funds that require the Central Bank of Kuwait’s approval 
prior to their launch in the local market, or the other innovative products and 
services that are based on new or innovatively applied technology,” as stated in 
the document. 

● Their digital startup status gives them the significant advantage of being flexible, 
innovative, and with a much lower operating cost.  

● Fintechs managed to boom in the past few years because they are non-regulated 
and non-licensed. 

Global technology companies such as Google, Facebook, Amazon, Apple, and IBM28 became 
significant players in the Fintech world by offering payment services. They have both the 
financial capacity and the advanced technology required. There are many more on a smaller 
or local scale. These new players are providing instant payment services that cope with the 
instantaneous and dynamic retail speed that characterizes our times. Other areas of Fintech 
include lending services, online accounting, wealth management, e-commerce and online 
shopping, health services, and insurance. The Cloud, AI, and chatbots are delivering the 
scalability that is required by these types of advanced services.  

5.1.6 Open Banking 

Unlike the traditional banking services that provide clients with all their banking needs from 
one banking service provider, Open Banking31 is disrupting the banking industry the same way 
as Uber and Airbnb did for the taxi and hospitality businesses, respectively. Open Banking is 
an emerging concept whereby clients get control of their financial data, and they can securely 
share it with other institutions seeking a return on their (clients’) money.  

While open banking does not seem to require cloud infrastructure, open banking depends on 
processing a large amount of data from different sources and formats using modern data 
processing tools such as Artificial Intelligence and machine learning. This environment is best 
served by cloud computing services32. Cloud-based open banking will continue to pressurize 
conventional banking institutions. To keep their competitive edge and grow, legacy banks 
need to innovate and implement outside-the-box services. 

This trend has gained much momentum in the UK, USA, Australia, and other countries. 
Already, these countries have regulated the new entrants to the financial sector. Underlying 
open API technologies make data sharing possible. Open Banking puts the user in control of 
his/her data. It is opening the door wide to innovation in the financial sector. Traditional banks 
are trying to catch up by implementing more aggressive digitization initiatives.  
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Open Banking was triggered in October 2015 when the European Parliament adopted a 
revised Payment Services Directive, known as PSD233. The new rules included aims to 
promote the development and use of innovative online and mobile payments through open 
banking. In August 2016, the UK’s Competition and Markets Authority (CMA) 34 issued a ruling 
that required nine of the largest UK banks to allow licensed startups direct access to their data 
down to the level of transaction-account transactions. The adoption of Open banking then 
spread to other parts of the world.  

5.1.7 Cloud Regulatory Momentum 

The Stanford – Vienna Transatlantic Technology Law Forum (TTLF), a joint initiative of 
Stanford Law School and the University Of Vienna School Of Law, published their paper titled 
“Moving to the Cloud – The Intersection of Cloud Computing, Financial Services and 
Regulation in Europe, the United Kingdom and the United States35 in 2018. The paper outlines 
the journey of regulators in Europe, the UK, and the USA to come up with more precise and 
more uniform guidance for the Cloud. The European Banking Authority (EBA) in Europe and 
the Financial Conduct Authority (FCA) in the United Kingdom issued new recommendations 
and guidelines for cloud outsourcing in the 2017 and 2018 timeframe. The US Department of 
the Treasury also released a report identifying improvements to the cloud regulatory 
landscape in 2018. However, the paper shows that these efforts started over fifteen years ago 
and have continued since then. The document refers to the guideline issued to cloud service 
providers by the Committee of European Banking Supervisors of the European Union under 
the name of “CEBS guidelines 2006”.  

The paper states clearly that: “Key to a successful cloud adoption in financial services will be 
a tight cooperation among regulators, financial institutions and cloud providers to ensure that 
the right frameworks, programs and processes for the cloud are developed and implemented, 
which will offer increased security while encouraging further innovation.” 

5.1.8 Summary 

The Cloud and the cloud-driven technologies are providing the financial and banking industry 
with unprecedented transformational opportunity. When coupled with artificial intelligence 
(AI) which is considered the next information revolution, the banking industry is destined to 
innovatively revolutionize their services, optimize their workflows and business processes, 
boost their profits by implementing new CAPEX/OPEX costing models, modernize their 
customers’ experiences, and implement sustainable growth plans.   
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5.2 Survey on Cloud Adoption Status in Kuwaiti Banks 

As an integral part of this study, we conducted a survey on the status of cloud adoption in all 
Kuwaiti commercial banks. Cloud adoption is a new and dynamic phenomenon. The objective 
is to get as accurate picture as possible. Since the number of Kuwaiti commercial banks is ten 
in total, we decided to conduct one-to-one meetings with the best authority in each bank to 
reply to the survey questions. This approach allowed us to get answers, as well as elaborations 
on the background and internal discussions that led to each answer. We also asked the 
surveyed to provide any additional notes or comments that they felt valuable. These proved 
to be invaluable in drawing insightful conclusions.  

During the survey, we managed to meet with all Kuwaiti commercial banks. The survey 
included thirteen (13) specific questions about Cloud and the related Fintech adoption status. 
The rest of this section will provide a graphical representation of each issue/question, and the 
responses received. 

This section will highlight how banks in Kuwait endorse, plan for, or deploy cloud trends and 
technologies. It will not show any details related to any specific bank. The questions of the 
study were formulated in such a way not to reveal any sensitive data that banks would prefer 
to keep confidential. We all know the sensitivity with which banks declare their plans. It is 
noted that answers to some questions included a ‘select all that apply’ option.      

5.2.1 Is the bank implementing or planning to implement Cloud?  

 
Figure 3: Cloud Implementation Plans  

Comments 
It is important to note 
that all responses 
confirmed that the bank 
is implementing or will 
implement a cloud 
solution. 

This result, while 
accurate, is not 
supported by responses 
to other questions. We 
have elaborated on this 
inconsistency in the 
Executive Summary.  
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5.2.2 What are the Reasons not to Implement Cloud? (Select all that apply) 

  
Figure 4: Reasons not to Implement Cloud 

5.2.3 What are your Cloud Drivers? (Select all that apply) 

 
Figure 5: Cloud Drivers 
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CAPEX cost-cutting/Optimizing Cost

OPEX cost-cutting

Embarking on a new Cloud-Based
Solution

Support of Bank’s Expansion Initiatives

Result of Digital Transformation Initiative

New approach to Backup/DR/BC

Better Information Security

Minimize time to market services

Ease of implementation

Ease of access, mobility, and scalability.

What are your Cloud Drivers?

Comments 
Four banks selected 
reasons not to implement 
a cloud solution while all 
banks stated that they are 
implementing or will 
implement a cloud 
solution. Reasons are 
related to the Central 
Bank. 

Only one bank stated that 
the Cloud is not cost 
efficient in their case. 

 

Comments 
Cloud drivers were 
distributed between 
mainly cost-cutting 
reasons and technology-
based reasons. 

The global trend of cloud 
adoption is also affecting 
Kuwaiti banks’ choices.  
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5.2.4 What is the Cloud Implementation Status at your Bank? 

 
Figure 6: Cloud Implementation Status 

5.2.5 What is your Cloud Vendor Selection Process? (Select all that apply) 

 
Figure 7: Cloud Vendor Selection Process 

Comments 
All banks are at various 
stages of cloud 
implementation, starting 
from early adoption to full 
implementation of one or 
more services. 

Most banks are in the 
planning phases. 

 

 

 

Comments 
Most banks depend on 
their own efforts by talking 
to cloud vendors and/or 
issue RFP documents to 
procure cloud services. 

Banks are not enthusiastic 
about using industry 
consultants to set their 
cloud strategies. 
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5.2.6 What triggered your Cloud Initiative? (Select all that apply) 

 
Figure 8: Cloud Triggers 

5.2.7 What Applications are planned for Cloud Implementation? (Select all that apply) 

 
Figure 9: Applications Planned for Cloud Implementation 

Comments 
IT Department initiative 
triggered cloud projects in 
three banks only.  

Only one board-level 
initiatives is identified.   

Technology factors 
represent a significant 
trigger.  

 

 

 

Comments 
There are many 
applications that are 
attractive for cloud 
implementation.  

Banks are trying to avoid 
applications that deal with 
client data. 

No bank has planned cloud 
for its core banking. 

 

 

 



Cloud Computing and its Impact on Kuwait’s Banking Sector            Page 32 of 42 Institute of Banking Studies - Kuwait 

5.2.8 What is your Cloud Information Security Strategy? 

 
Figure 10: Cloud Information Security Strategy 

5.2.9 Can Kuwaiti banks legally store their clients' data outside Kuwait? 

 
Figure 11: Can Kuwaiti Banks Store Data Outside Kuwait? 

 

Comments 
The trend is to either use 
an external cybersecurity 
consultant or use the 
cloud vendor’s 
cybersecurity services. 

There is a low tendency to 
depend only on the bank’s 
cybersecurity services.  

 

 

 

Comments 
This is an interesting 
result. Having all three 
possible answers at the 
same time reflects lack of 
clear cut regulation. 

This is a fundamental 
question that banks should 
have an answer to, 
especially with the 
increasing adoption of 
cloud computing. 
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5.2.10 Do you currently store any data at a Cloud data center outside Kuwait? 

 
Figure 12: Status of Data Storage outside Kuwait 

5.2.11 What are the Government Agency(ies) that Approved Storing Data outside Kuwait? 
(Select all that apply) 

 
Figure 13: Government Agencies Approved Storing Data outside Kuwait 
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Communication and Information…

Central Agency for Information…

National Committee for Cybersecurity

Ministry of Justice

National Assembly

Ministry of Interior

Ministry of Defense

National Guard

We did not consult with any agency

Central Bank

Other: Specify

What are the Government Agency(ies) that Approved 
Storing Data Outside Kuwait?

Comments 
It is interesting to see this 
response in light of the 
answers to results shown 
in Figure 11 above.  

 

 

 

 

Comments 
These answers are not 
understood. All answering 
banks responded 
positively to this question 
while some previously 
stated that they are not 
sure if banks can store 
data outside Kuwait.  
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5.2.12 What is the Status of your Bank’s Fintech Initiatives? (Select all that apply) 

 
Figure 14: Status of Fintech Initiatives 

5.2.13 What are the Solution Areas that are covered by your Fintech Initiatives? (Select all 
that apply) 

 
Figure 15: Fintech Solution Areas 
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KYC

Core Banking

Treasury

Credit Card Processing

Fraud Management

Anti-Money Laundering

Mortgages and loans

Investments

Blockchain, Cryptocurrency

IVR interactive voice…

Not decided yet

Fintech Solution Area

Comments 
There is a strong tendency 
for all banks to deploy 
Fintech solutions. 

All banks depend on 
Fintech partners for their 
Fintech plans.   

 

 

 

 

 

Comments 
There is a similarity 
between deploying Fintech 
Solutions and going cloud. 
This is understandable 
since Fintech solutions 
depend mainly on cloud 
technologies.  

Going forward, Fintech will 
gain momentum within 
the banking industry.   
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5.2.14 Summary of Banks General Responses 

The following table represents a summary of the free format responses that the banks stated 
in their surveys. The Number column represents the frequency with which the answer 
appeared. 

Response Number 

We have a concern related to the lack of cloud expertise in the local market 3 

Cloud will eliminate the many difficulties we face in managing our IT resources, 
such as applying patches 

1 

There is a risk if we fully adopt Cloud that has to do with ensuring the stability 
of our connections to the Internet 

1 

It would be best if we can have AWS or others build their cloud datacenter in 
Kuwait 

1 

We are considering implementing cloud service where systems can reside in 
the Cloud, but client data resides on-premises 

2 

We have implemented on-premises private Cloud so we can easily adopt the 
Hybrid cloud model 

1 

Lack of awareness of the Cloud and its capabilities 1 

There is a lack of awareness related to the security of the Cloud 1 

We have implemented a Hybrid cloud model 2 

Understanding the difficulty of the Central Bank’s regulatory role 1 

The Central Bank mainly has security-related concerns 1 

Cloud is important to achieve strategic objectives 2 

Most if not all new banking solutions are cloud-based 1 

Data must be fully encrypted using two distinct private keys so that even if the 
cloud provider is forced to reveal our data for legal reasons, the data will not 
be decrypted unless we agree by means of providing the second key 

1 

Comments 

− Lack of cloud expertise stands out. 

− The focus on the Central Bank’s role related to cybersecurity and geography of data 
storage. 

− It is interesting to see the suggestion of having a public cloud set up in Kuwait.  

− Encryption and encryption keys are real players in information security in the cloud 
space. 
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5.2.15 Findings during Discussions with Banks 

As mentioned before, we had the privilege of meeting with the surveyed banks in one-to-one 
meetings. These are the key findings: 

● All banks confirmed that the Central Bank requires that they store copies of 
backup data outside Kuwait.  

● All banks said that the Central Bank does not allow storing client data outside 
Kuwait. 

● Banks do not have a written regulation from any government entity regarding 
storing data outside Kuwait. 

● Banks are required to send a request to the Central Bank of Kuwait to get 
approval for every new cloud implementation. This process is done on a case-by-
case basis. 

5.2.16 Limitation of the Study 

The study, we believe, had to live with the following limitations: 

● The Central Bank was not included in the survey. We knew that the response of 
the Central Bank, as a regulatory body, could have been valuable. However, the 
scope of the study extended to commercial banks only.   

● While we received cooperation from all the surveyed banks, survey questions had 
to respect certain limits. Banks will not feel comfortable releasing strategic 
information about their plans.    

Note: The authors conducted the survey from 3/11/2019 until 20/1/2020. It covered all ten 
commercial Kuwaiti banks in the State of Kuwait.  
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6 Conclusion  

The Cloud brings several key benefits to businesses. The benefits include: instant scalability, 
accessibility from anywhere, increased speed and operational agility, reduced expenditure, 
automatic updates/patches, robust disaster recovery, higher security if well managed, 
reduced carbon footprint, flexibility in computing resources usability, and better enterprise 
collaboration. The collective impact of these benefits can provide businesses with the 
necessary competitive advantage they need in today’s business environment. 

The Cloud, Fintech, Blockchain, and the other emerging ecosystems are changing the world 
as we know it. These phenomena have been disruptors to the historically stable financial 
services industry. The final word is that banks should approach them from a strategic 
perspective picturing the future but based on their current status. They should realize that 
this is a long journey that will have a severe impact on enterprises' people, processes, and 
technologies. People and processes are the hardest to develop and transform. Crafting a 
sound strategy for transformation is the best means to achieve the enterprises' goals of 
sustainable growth objectives, shareholder expectations, and client satisfaction and 
confidence. The safe way is to do it with the help of trusted advisors and experts.  

While doing this, banks should keep their eyes open. Even these trends or phenomena are 
undergoing phases of ongoing transformation. The Financial Post32 in its Jan 31, 2020 issue 
posted that the Canadian Finance Minister, Bill Morneau, released the findings from the first 
phase of a review by an advisory committee he launched in 2018 to study the merits and risks 
of open banking. The advisory committee has recommended that the federal government 
take steps to enable open banking in Canada, but also proposed the term, open banking, 
should be replaced with the potentially less-confusing "consumer-directed finance." The 
report says, "Consumer-directed finance is consumer-controlled, secure and protects privacy. 
It allows a consumer to give instructions to a financial institution to share their transaction 
information with an accredited third party of their choosing." This nomenclature change fits 
well with the industry trend to be more consumer-focused, personalized, and client-
controlled. Today, the client is in control. 

In a highly regulated financial industry, banks cannot do it alone. They should receive support 
from their regulators clearly and consistently. They also need to work closely with their cloud 
vendors. During the one-to-one discussions with officials of all banks, the message was clear. 
They are looking forward to having a clear and unambiguous regulatory guidance that they 
can depend on while setting their short, medium, and long-term plans without the need to 
go back to the regulator at every step of the way. Though CBK released the CSF document 
after completing the survey, the document represents what banks in Kuwait are waiting for 
and need. The industry is so dynamic; markets are so open, and banks need to be ready and 
stay competitive. The CSF regulatory document will help them move in the right direction. 

Finally, banks must work closely with regulators, mainly the Central Bank Kuwait, and all their 
other stakeholders and partners to ensure that they successfully implement their business 
strategies using the best available technologies.   
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