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Program Overview 

The CIS Controls (formerly known as Critical Security Controls) are a recommended set of 
prioritized cyber defense best practices. They provide specific and actionable ways to protect  
against today’s most pervasive and dangerous attacks. SANS provides CIS Controls v8 training, 
research, and certification. Version 8, released in May 2021, is a Change to the Entire Controls 
Ecosystem and provides backwards compatibility with previous versions and a migration path for 
users of prior versions to move to v8. Whether you use the CIS Controls or another control 
framework to guide your security improvement program, it is critical to understand that a controls 
list is simply a starting point. With the release of version 8, CIS added new tools and guides to the 
CIS controls ecosystem to help organizations: 

• Implement, track, measure, and assess controls. 

• Prioritize controls based on evolving threats. 

• Justify investment in CIS Controls implementation. 

• Implement CIS Controls best practices for mobile devices and applications. 

• Apply CIS Controls best practices to cloud environments. 

• Comply with multiple frameworks by providing a map of regulatory frameworks. 
 
Organizations need to defend their information systems and there are many solutions, 
requirements and tools to navigate. Which solutions should be implemented first? What will 
reduce the most risk and defend against the most common attacks? SANS and CIS have mapped 
the most common and likely threats and attacks to a prioritized list of mitigations called the CIS 
Controls. These controls are regularly reviewed to ensure they continue to mitigate the the ever- 
evolving threat and surface-area landscape. By following the CIS Controls, organizations will reduce 
cyber risk, measure, and report on residual risk. 

SEC566 will enable you to master the specific and proven techniques and tools needed to 
implement and audit the controls defined in the Center for Internet Security’s (CIS) Controls. 
Students will gain direct knowledge of the CIS Controls and ecosystem of tools to implement CIS 
controls across organizations complex networks, including cloud assets and third-party risk. 
Additional tools to measure both CIS Control coverage as well as assess risk throughout the 
program will be provided. This in-depth, hands-on critical security controls training will teach 
security practitioners to understand not only how to stop a threat, but why the threat exists, and 
how to ensure that security measures deployed today will be effective against the next 
generation of threats. SEC566 shows security professionals how to implement the CIS Controls 
in an existing network through cost-effective automation. For auditors, CIOs, and risk officers, 
this course is the best way to understand how you will measure cybersecurity control 
effectiveness. In addition, CIS Controls are mapped to other frameworks to ensure compliance 
as well as security leveraging the CIS Controls. 



 

 
 
  

 

 

Program Objectives 

• Apply security controls based on actual threats that are measurable, scalable, and reliable 
in stopping known attacks and protecting your organization’s important information and 
systems. 

• Understand the importance of each control and how it is compromised if ignored. 

• Explain the defensive goals that result in quick wins and increased visibility of network 
and systems. 

• Identify and use tools that implement controls through automation. 

• Create a scoring tool to measure the effectiveness of each control. 

• Employ specific metrics to establish a baseline and measure the effectiveness of 
security controls. 

• Competently map CIS Controls to compliance and standards such as PCI- DSS, the NIST 
Cybersecurity Framework (CSF), ISO 27000, and more. 

• Audit each of the CIS Controls with specific, proven templates, checklists, and scripts 
provided to facilitate the audit process. 

Program Contents 

SECTION 1: Introduction and Overview of the CIS Critical Controls 

Students will learn the background and context for Version 8 of the CIS Controls. In addition, 
students will learn about the ecosystem of tools and resources to implement, measure, assess 
and report on the security program. These foundational concepts are key to prioritizing 
implementation of controls to address the ever-changing threat landscape. Focus will be placed 
on the evolving network landscape and how to apply the CIS Controls in modern environments, 
including cloud and IoT technologies. Students will learn how to prioritize control 
implementation based on CIS Implementation Groups. 
 
In this first course section, we will establish baseline knowledge of key terms used in the 
defensive domains. In addition, we will take a deep dive into cover Control #1, the Inventory and 
Control of Enterprise Assets. Any time a new device is installed on a network, there are risks of 
exposing the network to unknown vulnerabilities or hampering its operation. Malicious code 
can take advantage of new hardware that is not configured and patched with appropriate  
 
 



 

 
 
  

 
 
 
 
security updates at the time of installation. Attackers can use these vulnerable systems to install 
backdoors before they are hardened. In automating CIS Control #1, it is critical that all devices  
be included in an accurate and up- to-date inventory control system. Any device not in the 
database should not be allowed to be connected to the network. Some organizations maintain 
asset inventories by using specific large- scale enterprise commercial products or by using free 
solutions to periodically track and sweep the network. 
 
TOPICS: 

• Understanding the CIS Critical Controls. 

• Understanding the resources and tools related to the CIS Controls. 

• Understand control effectiveness against common threats leveraging Mitre ATT&CK. 

• Understanding and practicing control assessments. 

• CIS Control #1: Inventory and Control of Enterprise Assets. 

SECTION 2: Data Protection, Identity and Authentication, Access Control 

Management, and Audit Log Management 

During Section 2, the course will begin to cover the defensive domains of software control, data 
protection, identification and authentication, and access control management. Students will 
learn how identity and access control promote data protection. 

 

TOPICS: 
• CIS Control #2: Inventory and Control of Software Assets. 

• CIS Control #3: Data Protection. 

• CIS Control #5: Account Management. 

• CIS Control #6: Access Control Management. 

 

SECTION 3: Server, Workstation, and Network Device Protections (Part 1) 
During Section 3, the course will cover the defensive domains of configuration management, 

email and web browser integrity, vulnerability management, and audit and accountability. 
 

TOPICS: 
• CIS Control #7: Continuous Vulnerability Management. 

• CIS Control #4: Secure Configuration of Enterprise Assets and Software. 

• CIS Control #8: Audit Log Management. 

• CIS Control #9: Email and Web Browser Protections. 

 



 

 
 
  

 

 
 

 

 

SECTION 4: Server, Workstation, and Network Device Protections (Part 2) 
Section 4 will cover the defensive domains of system integrity, system and communications 
protection, configuration management, and media protection. 
 

TOPICS: 
• CIS Control #10: Malware Defenses. 

• CIS Control #11: Data Recovery. 

• CIS Control #12: Network Infrastructure Management. 

• CIS Control #13: Network Monitoring and Defense. 
 

SECTION 5: Governance and Operational Security 
Section 5 will cover the defensive domains of security awareness, service provider 
management, application development security, incident management, and penetration 
testing. 

TOPICS: 
• CIS Control #14: Security Awareness and Skills Training. 

• CIS Control #15: Service Provider Management. 

• CIS Control #16: Application Software Security. 

• CIS Control #17: Incident Response Management. 

• CIS Control #18: Penetration Testing. 
 

Program Certificate - GCCC 

GIAC Critical Controls Certification 

The GIAC Critical Controls Certification is the only certification based on the Critical Security 

Controls, a prioritized, risk-based approach to security. This certification ensures that 

candidates have the knowledge and skills to implement and execute the Critical Security 

Controls recommended by the Council on Cybersecurity, and perform audits based on the 

standard. 

• Background, purpose, and implementation of the CIS Critical Controls. 

• Account monitoring, application software security, boundary defense, and controlled use 
of administrative privileges and need-to-know access. 

 

 

 



 

 
 
  

 

 

 

• Data protection and data recovery capability; email and web browser protections; 
inventory and control of hardware and software assets; and limitation and control of 
network ports. 

• Maintenance, monitoring, and analysis of audit logs; secure configurations for hardware, 
software, and network devices; and wireless access control. 

Program Accreditation 
This program is recognized by the SANS Institute For more information, please visit their website: 
www.sans.org 

Program Administration 

Program Language 
The program will be delivered in English. 
 

Training Delivery 
The program will be conducted at a Hotel in Kuwait. 
 

Target Audience 
Information assurance auditors, System implementers or administrators, Compliance analysts, IT 

administrators, Ministry of Defense (MoD) personnel or contractors, Private sector organizations 

looking to improve information assurance processes and secure their systems, Security vendors 

and consulting groups looking to stay current with frameworks for information assurance 

Program Level 
Specialization 
 

Program Date 
2 – 6 February 2025. 
 

Program Duration  
8:00am – 4:00pm daily during training days. 
 

Methods of Training  
Lecture, Discussions, etc. 
 

Requirements 
Participants will be required to bring their laptop device.  
 

http://www.sans.org/


 

 
 
  

 
 
 
 
Exams 

GIAC Critical Controls Certification Exam (GCCC) 

 
Attendance  

Attendance of at least 85% is necessary to be eligible for certification. 

 
Punctuality 

Punctuality, participation, quality input, initiative, teamwork, etc. will, where appropriate, be 

reported upon. 

Application Deadline 
Nomination forms to be submitted to KIBS by January 21, 2025. 
 

Program Cost 
2,750/- KD (Two thousand seven hundred fifty) per participant, including one examination 
attempt and materials. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
 
  

 
 
 
 
Trainer Profile 
Brian Ventura 

 
Brian Ventura, a Partner at Cyverity, an information security consulting firm specializing in 
governance, focuses on enterprise information security governance, risk, and compliance. He has 
more than 30 years of industry experience with a diverse background, including working in large, 
international organizations, small-medium businesses, government and private sector; advising, 
architecting, and assessing secure solutions.  Brian has taught various SANS courses over the 
years, is the author of SEC566: Implementing and Auditing CIS Controls, and is a regular instructor 
for LDR512: Security Leadership Essentials for Managers. 
 

 
 

https://www.sans.org/cyber-security-courses/implementing-auditing-cis-controls/
https://www.sans.org/cyber-security-courses/security-leadership-essentials-for-managers/


  

 

 
 
 
 
 
For further inquiries, please contact the program coordinator: 

Ms. Dana Al Amary 

Senior Officer - Operations Dept. 

Direct: 22901116 

Phone: 22901100 Ext.: 203 

Email: dana-amary@kibs.edu.kw / operations@kibs.edu.kw  
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